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Abstract—Trust policy languages are implemented to express
the trust requirements of the users. These requireents are
represented by a set of rules specifying the necasg conditions
that should be fulfilled by an entity in order to gain the trust of
the evaluator. Most of the known trust policy langiages are
designed to express credential, authorization andcaess control
requirements for the trust establishment. The credetial based
approach represents only one aspect of trust. Thetleer main
aspects like reputation and recommendation are notovered by
these policy languages. In this paper we proposergew policy
language for expressing ftrust requirements for reptation
models, and particularly for the KPI-based reputaton model in a
supply chain scenario.

Index Terms—Trust, Reputation, Supply, Policy, Language,
KPI,

|I. INTRODUCTION

Trust is a subjective matter, it depends on a erist
subjective evaluation of past experiences andgedds on the
characteristics of the trustee [1]. Still, for nagitrust usable,
we need to be able to express it in terms of measar
quantities (trust metrics and reputation). Thes&iogewill be
clearly not able to capture the many subjective aodtext
dependent facets of this complex sociological pheswon,
but still they may be used in a specific contexassess the
reliability of the trustee and its capability tosemne privacy,
security, and so on. Nowadays, the notion of tde#s not
rely only on the traditional trust infrastructurbaéed on
certificate verification or recommendation) butigt strongly
related to the behavior of the users and theiu&inteputation.
The traditional trustworthiness models implementedthe
internet, such as Amazon or E-Bay, are relying snlgective
rating system in which users estimate the “quality”’the
transaction over a numerical scale. Knowing thabody is
able to formalize and explain the difference betwéao
successive values like a transaction rewarded Hd @hd
another one 10/10, we cannot really estimate theecimess
and the objectivity of the trust and reputation ueal In
addition, such trustworthiness models are limitederms of
federation and adaptability; in fact it is very thao adapt the
perception of trust in different domains and condi. For
example the reputation of a transporter cannotxperted to
packaging and storage domain, because there iegsibdity
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to map the subjective trustworthiness values beatwie
different domains with two different trust percepis. In order
to address the limitations above, we proposedsadekjective
trust model taking into account quantifiable parterefor the
computation of the trustworthiness value of anterfil]. We
called these parameters KPI for Key Performancéc#tars.
In the context of trust, the goal of using thesdrite is to
quantify the sources of trust and adapt them topisonal
perception of each trusting entity. For exampla ghipment

and a distribution company were sharing the sameé KP

parameters for their reputation model, like tramsgimn time,
package quality, quality of goods, price etc. thdefration of
trust between these two domains can be handledh ieaay
way by adapting the reputation calculation accaydio the
local perception of trust. Each trustee in the §uppain can
configure a pattern for his trust model accordimg His
objectives and his trust perception expressed tfir@formal
language, for example the trusting entity that nitikes the
delivery time of a good, will obtain a differentprgation
value than another user that prioritizes the C@2piant.

In this paper, we propose a new reputation pdioguage
for expressing easily the personalized trust regoénts
related to the KPI-based trust model. There areléaguages
describing the reputation-based trust models, amdthie
majority of the cases they are not designed for-expert
users, therefore they are far from being user dlienOn the
other hand, an increasing number of people arérgjao use
trust models in the supply chain industry in ortteevaluate
the trustworthiness of the different nodes of thaims. Most
of the time users in that domain are not necegsaeturity
experts, and they encounter major obstacles in
configuration and personalization of reputation elsd For
this reason we propose here a user friendly pdioguage,
able to express in a very simple way the trustirequents of
a user who wants to evaluate the reputation of mtitye
according to its performance parameters. The |leng tgoal
of this language is not limited to KPI based tmmstdel, but to
support most of the behavioral trust models.

This paper is organized as follows: in Section &,discuss
the related work in the domain of Trust and repotat
policies, in Section 3, we present a brief use cgemario, in
Section 4, we define the KPI-based reputation model
Section 5, we present the policy language spetificathen
we briefly provide the implementation details, dirdlly we
conclude our work.
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In the literature, the two aspects of policy basmul
reputation based management are usually separ@je®i
one side, the policy based trust management fecose
problems related to authorization and access dointropen
systems; i.e., it determines whether or not an anknuser
can be trusted, based on a set of credentials aral set of
policies. On the other side, reputation-based memegt
assesses the trust relationships based on nofietkevailable
information, like recommendations or previous eigrazes of
other users. In this paper we show how we can mérgse
two approaches by providing a policy language #xresses
the trust requirements from a reputation model.

Among the existing trust policy languages we camtioe

RELATED WORK

The trucks chip the bricks of milk to the supernedskin Paris.

In order to monitor and evaluate the quality of the
transportation process from the farm to the diatidn center
the supermarket quality manager will setup a Kguireement
list in which he defines the all the quantifiabheetsholds that
should be satisfied during the entire process. Tierics
chosen by the quality manager are for example the
transportation time between the farm and the loodkecting
center, the average temperature, the packagingamdecost,
the transportation time between the packaging faaad the
supermarket in Paris, the average temperature glutie
transportation etc. All these indicators are predidby
tamperproof sensors. The quality manager usualfineke
KPIs that represent his business objectives andpuatema

TPL (Trust Policy Language) [6] that is a XML-based €putation score for each actor in the chain according to the

language defining the relation between unknowntiestito
roles. It expresses a mechanism that allows a bssino
define a policy to map accessed users to rolessdbas
certificates received from the user and collectetraatically
by the system. The XML nature of the language makes
appropriate for automated processing, but lessalsleitfor
human users. Bonatti and Samarati [5] proposedPBEL
language to regulate service access and informatiease in
large scale networks. This language is designedxfmess
access and release policies in conjunction with oticyp
filtering mechanism, which allow the parties to lexnge their
requirements in a compact and privacy preserving W&SPL
has a Prolog-like syntax, in which one can definkes that
take into account the elements of the trust mdsleize et al.
proposed the KeyNote policy language [8] that pidesi a
simple notation for specifying both local secupilicies and
security credentials that can be sent over a nosted
network.
"assertions", contain predicates describing thstédi actions
permitted by the holders of specific public keyseyKlote
assertions are small and structured programs wriitte a
simple notation based on C-like expressions
attribute/value pairs actions.

compliance with the requirements described abo¥er
example ggood temperature average should be between 3 and
4 degrees Celsius. The transportation time betwRemnnes
and Paris should be 5 hours (more is bad, lessdd)getc.

For each delivery day the manager collects fronferiht
sensors the indicator values and integrates ih@¢oréputation
model in order to evaluate the score of each adbiributing
to the chain. This example is quite trivial, and/ ananager
can compute the score with a spreadsheet. The gonobl
becomes serious when in real cases, some manamezstd
take into account a large number of KPIs. Thesépaance
indicator values may be gathered through differegisors
located in different places and communicating vitiecent
protocols (for example in a remote database, inML Xile
from a web service...). In that case the user shbalk a
wide range of computer skills just to collect arahwert the
values in a suitable format and then to computedpetation

KeyNote policies and credentials, calley@lues. This is not always the case. For this reag® define

in this paper a formal model to collect KPI valuasd
compute the final score, as well as an easily adoespolicy
language that expresses these requirements.

and

IV. KPI-BASED TRUSTMODEL

All these trust policy languages do not support the We propose a KPI-based trust Model (KPITM) [11]aas

reputation models. And, to our knowledge thereveay few
studies trying to address the expressivity of tBputation
requirements by a policy language like TriQL.P [flt]t plans
to propose a reputation dedicated language, btd npw few
results are available from this project .

To illustrate our approach, let us consider a singlpply
chain use case. Let us consider an active transgmoking
devices attached to returnable transport itemd) sisccrates,
rolling containers, pallets and shipping contain€snsider a
shipment of milk as it travels from the farm neanRes in
France to a supermarket distribution center in Pafifter
collecting the milk in the farm, the farmer hasuse a small
tank truck to carry his daily production to the dbamilk
collecting center. There the milk is packaged thesembled
to pallets and finally charged up to huge transgimm trucks.

USE CASE

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-144-1

approach in which trust evaluation is based on Khkred by
different users.

A. Repuation model

The KPIl-based reputation model takes into accorust t
metrics based on KPI. In this approach, a usereganess his
trust preferences via an expressive language feaifees the
sources of the performance indicators factors aod the
factors should be combined to obtain a reputatioares
According to his business objectives, the user hite &o
prioritize some indicators by setting a strong vaeigffecting
the result of the trust score. These indicator eslare then
normalized (between 0 and 1) and then aggregateddier to
obtain a unified reputation value.

The normalization rule is written as follows:
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1 iKi > Kiax
0 iKi < Kmin
K -K_
———— M otherwise
Kmax - Kmin

Higher is better KPI normalization

Trust Level Value: it is the aggregation of all the
normalized performance indicators plus, possibly,
some external values like the recommendation from
other trusted entities.

For example in our scenario these layers are repteg in
Figure 1, the weight factors are within the circhbereas the

interval of values is represented by the doublesdratrow in

the same layer.

0 iKi > Kiax
1 iK; <Kpin
K. . —K
— x| otherwise
Kmax - Kmin

Lower is better KPI normalization

WhereK; is the measured performance indicator vidjye
and Kz« are the minimum and maximum values declared i
the objectives scale. If lower values are beteg.( the
delivery time example) the value is reversed bytrawing it
from 1.

In the KPI-based model, each item has a semantanimg
that explains the context of the measured valusgadlto any
performance parameter (e.g., delivery time, tentpega CO2
impact, etc.). The combination of different KPInite offers
the possibility to the trustee to customize histrevaluation
by expressing complex semantic queries.

An entity that wants to connect to a KPITM systenoider
to evaluate the trust of another entity has to ctethree
elements: first, the KPI items that are relevantiion, second,
the location where to find the performance indicatalue
and, lastly, the weights of each KPI in order tmfitize some
values during the trust evaluation. All this infation must be
contained in the core query sent to the KPITM eadirat will
automatically connect to the different sources, thetvalues
of each item and compute the trust value.

The KPI-based trust model offers the possibilityjtmntify

the trustworthiness according to some domain sigecif

objectives (how should be the conservation tempegatainge
for the milk ) and it permits to any trustee entibydetermine,
which tested element is more trustworthy accordiogan
objective estimation. In particular, our KPI-badeast model
allows a trustee to evaluate the weight of a recemdation
by applying the business objective scale of themenender.
More formally, the KPI-based trust model used isnposed
of three complementary layers:

Performance Indicator Values: they are collecte

from the different sources providing the values

related to the performance items
Business Objectives Scale: it is defined by thettal

according to the performance indicators related to

their business objectives. An interval of valuesn(m

(e Performance

Temperature Delnvery Indicator

Time Value
\4 \ 4

1 5 | 10 20 Business

n Objective
0.2 0.8 Scale
Trust
Level
Value

Figl. KPI-based Trust model of our scenario

B. Architecture

We proposed a loosely coupled architecture (Figirdor

managing the KPI based trust in which we have three
independent and complementary layers:

The Indicator sources: we proposed two kinds of
interfaces in order to collect the indicator valtiest
should be used to compute the reputation: a databas
connector used as an interface to get access to any
kind of local or remote database. A Web Service
interface for collecting the indicator values pabkd

as Web Services

The KPITM engine in charge of computing the
reputation value according to the trust model
described in the previous section. It interprets th
queries sent by the user via a Ul or the policy
language, and then it uses the collected indicator
values to compute the reputation.

KPI-based reputation language engine: this
component interprets the queries written in thécpol
language (human readable language used to express
the reputation/trust requirements) and translates i
into a remote call to the KPITM engine in order to
calculate the reputation value.

d

and max) must be chosen for every performance The choice of this kind of decoupled architectuge i
indicator in order to normalize the measured valumotivated by the requirement to have a generic tisoiu

with a [0, 1] scale. Furthermore a weight factorsinu

be defined to prioritize the performance indicatorsources of trust.

and to compute the final trust value.
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independent from the trust/reputation model andnfrthe
In this paper, we describe xipecase,
where the trust model is based on the KPIs onlyitbwther
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cases, we may use another reputation model witlerotrand comments. They are called lexical symbols arel a
sources of trust, and we want to develop a langgmgeric composed of sequences of characters. (Note thanddish

and flexible enough to be used with a wide rangeust and
reputation models. Each layer of this architectuee
independent and replaceable.

Web
Service 1

Web
Service 2

Reputation
Language

V. KPI-BASEDPOLICY LANGUAGE
The reputation language allows a user to defineigsidor

Fig2. Architecture

between symbols and characters.)

In the EBNF notation non-terminal symbols are deddty
English words expressing their intuitive meaningrminal
symbols are denoted by strings enclosed in quotksna

B. Lexical Analysis

The representation of terminal symbols in terms of
characters is defined using the Latin-1 set. Teansiymbols
include identifiers, numbers, strings, operatorinditers and
comments. Blanks and line breaks must not occuhimvit
symbols (except in comments and blanks in stringisg¢y are
ignored unless they are essential to separate twsecutive
symbols. Capital and lower-case letters are consitieas
being distinct. The lexical rules are now consideredetail:

i. An identifier (dent) starts with an upper-case letter
followed by a sequence of zero or more lettersigit dr the
special character "_":

Examples: Actors, Temperature, green_carl0

ii. Numbers are of type real, a sequence of digibvedid by

an optional decimal part:

[real = digit {digit} [ "." digit {digit} T. |

the KPITM engine in a simple and concise way. Nd&xamples: 3.14, 8, 6.33.

programming knowledge is required since we profoseript
based language.

Referring to our scenario, the following code ckdtes the
trust value of an actor in the chain that we wél EARMER
for example:
7 exampTle

Actors[Farmer] -> Delivery (20:30:0.8)
-> Temperature(3:5:0.2)

According to our trust model, this query specifiee KPI
that are relevant to the managémé and temperature), the
location of the performance values (location Actéws the

iii. A string is a sequence of characters enclosed in
quotation marks. A string cannot contain the delimgi quote
mark:

[string = """ {character} """ |
Examples: "This", "is 'a™, 'short "string"".

iv. Operators and delimiters are the special chacter
character pairs or reserved words listed belows&heserved
words cannot be used as identifiers.

v. Comments start with a hash character "#" thabtspart
of a string and ends at the end of the physical lin

" Icharacter} """, |

actor Farmer) and finally the range of acceptable values and Syntax and Semantic

the weight for each KPI ( 20:30:0.8, i.e. delivérge can vary
between 20 and 30 minutes with a weight of 0.8).

A. Language Specification

A formal language is a set of sequences of symbo

Elements of this set are called sentences. In Pkel&éguage
sentences are programs called scripts. The syndrigsate
from a finite set called the vocabulary. The sefpofgrams
(which is infinite) is defined by rules of their roposition.
Sequences of symbols that are composed by these aué
said to be syntactically correct or well-formed e€@et of rules
is the syntax of the language. The program (oresemt of the
formal language) consists of parts called syntaetitities,
such as declarations, statements or expressions.

Parentheses may be used to group factors or terhes.
notation introduced here is known as Extended Bs:®aur
Formalism (EBNF) [2].

Besides syntactic entities, denoted by identifies need to
substitute elements, also called tokens, taken tlwmformal
language's vocabulary. The vocabulary of the KRblege
consists of identifiers, numbers, strings, opemstdelimiters

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-144-1

A script begins with an optional chart declaratiollowed by
a sequence of statements:

[script = [chart] statement {statement}.

I'Fhere are two kinds of statements, assignment aad/qg

[statement = assignment [ query.
1) Assignments
An assignment allows the creation of a variabldaitvalue
given by an expression:

assignment = "var" ident "=" expression.
expression = ["+"["-"] term { ("+"[|"-")
term}.

term = factor {("*" | "/") factor}.

factor = real

ll)ll.

| ident | "(" expression

The above rules specify that an expression canthse
mathematical  operators for  addition, subtraction,
multiplication and division. These operators hakie tisual
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arithmetic precedence and they are left-associativiee
parentheses are used to group expressions anchéveythe
highest precedence. Variables can appear freelyarn
expression. For example the following assignmerdgsarrect

and all the expressions evaluate to 8:

var a=4+3 *10 /5 - 2
var b=4+3 * (10 / 5) - 2
var ¢ = (4 + 3 * 10 / 5) -2
2) Query
A query allows the creation of a list of KPlIs:
‘query = "?" ident item {item}.

It starts with a question mark character followadident
that represents the name of the list. A KPI is =i as an

item:
item = ident "[" ident {",™ ident } "]" type
{type}.
type = "->" dident "(" min_max ":" min_max ":"
weight ")".
weight = expression | "/".
min_max = expression | "MIN" | "MAX".

The above rules define the exact syntax of a KBm&
examples from Table 1 will make these rules cl€mmsider

this script:

| ->Temperature(3:5:0.4) |

In fact the four KPIs share the location (Actorajldaken
in pair they share also the type, the min, the raad the
weight (see Example5). In this way it is enoughlisd the
names inside the square brackets and write theedhgaurt
only once. It is important to notice the changethmweights:
the language will split 0.6 and 0.4 like in Exampée
automatically.

3) Automatic weight and MIN MAX keywor ds

Since the sum of the weights for all the items nlesequal
to one, it is possible to specify only the weigbtsnterest and
let the language to calculate the others. To aehibis result
use the "/" symbol:

? Example?7

Actors[Farmer] -> Delivery(20:30:0.6)
Actors[Packaging] -> Delivery(3:5:/)
Actors[Supermarket] -> Delivery(3:5:/)

The last two items have a weight of 0.2. So thenipla 5
can be rewritten again like this:
7?7 ExampTe8

Actors[Farmer, Packaging] -> Delivery(20:30:0.6)
-> Temperature(3:5:/)

Sometimes can be convenient to use the keywords anitiN
MAX:

[? ExampTel Actors[Farmer] -> Delivery (20:30:1)]

In order to take into account the KPI of type Deliy a

second item is added:

? ExampTle2

Actors[Farmer] -> Delivery (20:30:0.6)
Actors[Farmer] -> Temperature(3:5::0.4)

Notice that the sum of all the weights in the hstist be
always one. It is possible to add KPIs with differemame,
type, location, min, max and weight; they are fully

customizable as shown in the following example:

? ExampTe3

Actors[Farmer] -> Delivery(20:30:0.6)
Actors[Packaging] -> Delivery(40:60:0.2)
Finance[GOOG] -> Price(30:100:0.2)

In Example2 there are two KPIs with same name (Egrm
and location (Actors). That script can be writtam this

equivalent form:

? ExampTe4

Actors[Farmer] -> De1ivery(20:30:0.6)
-> Temperature(3:5:0.4)

Let's suppose that a company wants to evaluate the
reputation of two Actors (Farmer and Packaging)eaen
their delivery time and temperature. A possiblémaan be:

7 ExampTe5

Actors[Farmer] -> Delivery(20:30:0.3)
-> Temperature(3:5:0.2)
Actors[Packaging] -> Delivery(20:30:0.3)
-> Temperature(3:5:0.2)

T

>

is last example can be rewritten also as:

? ExampTe6

Actors[Farmer, Packaging] -> Delivery(20:30:0.6)
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? ExampTe9

Actors[Farmer] -> Temperature(MIN:5:0.6)
-> Delivery(20:MAX:0.4)

The MIN will be replaced by the lowest value of ayp
Delivery in the Actors location. Accordingly to theble
defined before this value is 1. The same reasoappuies for
MAX; its value is 45.

As discussed before a script contains a sequence of
statements so more than one query (and so KP$3 ah be
written:

? Farmer
Actors[Farmer] -> Delivery(20:30:0. 8)
-> Temperature(3:5:0.2)

? Packag 1nE
Actors[Packaging] -> Delivery(20:30:0. 8)
-> Temperature(3:5:0.2)

The implementation of the language displays a ¢kt
query's name sorted by their resulting trust value:
Farmer: 0.95

Packaging: 0.4

4) Graphical charts

In our prototype language implementation, we algapsrt
some essential graphic function. If a script staith a chart
declaration a graphical representation of the teswill be
displayed. The chart syntax is the following:

chart = "Charts”™ ":" chart_desc {chart_desc}.
E?gr%_?esc = "pie" [ "{" pie_option {pie_option}
"] "Bar" ["{" bar_option {bar_option}

A chart declaration starts with the keyword "Charts
followed by ™" and a sequence of chart's desoii
(chart_desc). A chart_desc starts with the keyw@tig" or
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"Bar" followed by an optional sequence of optioRer a pie

chart the possible options are:

pie_option = "title" "=" string |
"legend" "=" bool |
"tooltips" "=" bool |
ll3d'l ll='| boo'l .
While for a bar chart are:
bar_option = "title" "=" string |
"xlabel" "=" string |
"ylabel" "=" string |
"horizontal" "=" boo
"Tegend" "=" bool |
"too1t1ps" "=" bool |
"3d" "=" bool.

The following example will display the same cha#as

before but with a 3D effect and with other optiemabled:

Charts: Pie {titTe = "Pie Summary™ 3d = true
Tegend = true tooltips = true}
Bar {title = "Bar Summary" 3d = true
xlabel = "Actors"
ylabel = "Score" tooltips = true}
Bar Summary

Pie Summary

Score
o

Farmer
Packaging

§ rciubg @ Famer Actors

Fig3. Graphical pie and bar charts

D. Implementation Details

We implemented a syntax directed interpreter treases
the script given as input and translate it in aterimal data
structure (a list of objects). In order to execaitscript this list
is further processed and finally the interpretezsuis to query
the web service to collect the results and displagsn.We
used the ANTLR parser generator [3] to build thespaand

the JFreeChart library to create and display ttaets[4].

VI. CONCLUSION

In this paper, we presented a new policy language f
expressing reputation requirements in the conté&xsupply
chain scenarios. This language is now compatiblin wie
but can be extended to tleerot
reputation models. Using this new language one easily
specify the location of input sources (sensorghefreputation
Auwilization
script is also integrated to the language in otderepresent
graphically the results. This language is in hisahphase and
we are currently enhancing its capabilities. Thet fextension
will be the support other reputation models tharl K& for

KPIl-based trust model

model and configure its perception of trust.

example eBay/OnSale or Sporas & Histos [12] models.
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